
Informed Consent 

by Stephanie Cook, LCSW 

As licensed clinicians in the State of Georgia, you and/or your agency may want to consider 
adding any of the statements below into your office policies and procedures, or your informed 
consent. It is considered by the leading ethicists, professional codes, and current regulatory 
agencies that this is the best practice.  

I recommend that you give an informed consent document to your client(s) prior to their first 
session, and to also discuss it with them in person during the initial meeting. You always need to 
have them sign a copy (digital/electronic or signature) confirming that they have read it and 
understand it. 

I am listing several suggested types of sections and various language to consider adding to your 
informed consent and/or policies. These are merely suggestions based on my research of the best 
practices in the field, and I hope that you will individualize your own informed consent based on 
the needs of your setting/agency, your own boundaries, the needs of your clients, and the ever-
evolving available research related to TeleMental Health. 

Here is the current description of “Informed Consent” set by the Georgia Composite Board Rule 
135-11-.01 TeleMental Health in two sections under (b) Provisions: 

“2. Supervision…(iv) Informed Consent: Prior to the delivery of supervision via TeleMental 
Health, the supervisor at the distant site shall inform the supervisee that TeleMental Health will 
be used and obtain verbal and written consent from the supervisee for this use.” 

and 

“3. Informed Consent - Prior to the delivery of TeleMental Health services by a licensee 
via technology-assisted media, the licensee at the distant site shall inform the client that 
TeleMentalHealth services via technology-assisted media will be used, and the licensee shall 
obtain verbal and written consent from the client for this use. The verbal and written consent 
shall be documented in the client’s record. Consent must include disclosure of the use of any 
third party vendor such as a record keeping, billing service or legal counsel.” 

“General Information” about TeleMental Health practices 
I suggested adding information related to the definition and use of TeleMental Health practices in 
general, including whether or not you use them at all, what they are, and what your boundaries 
are. Most informed consents are already very lengthy, so I know this seems like potentially “too 
much” for the client.  I encourage you to explain this to your clients at the beginning of their 
services, in person, as well as in writing. 



It’s important to emphasize to your clients that they must read the document, but they can do so 
at their own pace and ask any questions at any time.  Informed consents often focus on the risk 
management and boundaries and the possible negative aspects of TeleMental Health, so balance 
is important. Try to also share the positive aspects and the possible benefits of responsible use of 
technology in your service description. 

“Confidentiality”  
Example: “You are responsible for the confidentiality of your own environment. In face-to-face 
counseling, the clinician can do quite a bit to increase privacy in the therapeutic environment. 
This is not possible when using TeleMental Health or Distance Counseling (such as phone, 
internet, video-conferences, text, etc.).”  
 
Example: “The computer, phone, iPad, etc., and all related data, has potential to contain 
confidential information.” 

Example: “Be mindful of leaving a computer window open and moving away from the screen.” 

Example: “Consider who may have (whether authorized or not) access  to your information.” 

Example: “Be aware of the possibility of key logging software, which can be used with or 
without your knowledge.” (i.e. domestic violence situations) 

Example: “I recommend that you not put my e-mail in your address book so that you are less 
likely to accidentally send confidential information to the wrong person”. 
Example: “E-mail is not typically confidential.  The exception to this is when e-mail is sent / 
received through HIPAA-compliant platforms like Hushmail or the “mail” section of my online 
client portal, which you may always find by visiting my website at www.CounselingATL.com 
and logging in using your username and password. Many other programs or applications may not 
be HIPAA compliant.” 

Example: “I suggest that you not share any of our verbatim correspondence interactions. Our 
typed discussions should not be revealed publicly to protect your privacy.  However, it’s 
important to note that within the context of TeleMental Health counseling, this possibility does 
exist.  As an example, consider that an e-mail or text that you send to me could accidentally end 
up in Facebook post, if you click the wrong button.” 

“Online Reviews” 

Example: “I suggest that you not rate my services or provide any testimonials publicly through 
Yelp, my Facebook business page, or any other online, public program. Whether positive or 
negative, your review could compromise your confidentiality and may pose a risk to your 
emotional well being. If you have a complaint about my practice, please see the section, 

http://www.CounselingATL.com


‘STATEMENT of PRINCIPLES and COMPLAINTS PROCEDURES’, which outlines how to 
contact the State Licensing Board with formal complaints.” 

“Googling” and/or “Use of Search Engines” 

Although there is no clear standard of care in regard to clinicians “googling” their clients, many 
therapists and ethicists emphasize the importance of informed consent.  

Example: “I may Google my clients before the beginning of our work together. If you have 
concerns or questions regarding this practice, please discuss it with me.” 

Example: “My current or potential clients might conduct online searches about my practice and/
or me; however, I do not search my clients on Google, YouTube, Facebook, other search engines 
or online social networking sites. If my clients ask me to conduct such searches or review their 
web sites or profiles and I consider that it might be helpful, I will consider it.” 

Example: “It is NOT a regular part of my practice to search for clients on Google or Facebook or 
other search engines. Extremely rare exceptions may be made during times of crisis. If I have a 
reason to suspect that you are in danger and you have not been in touch with me via our usual 
means (coming to appointments, phone, or email) there might be an instance in which using a 
search engine (to find you, find someone close to you, or to check on your recent status updates) 
becomes necessary as part of ensuring your welfare. These are unusual situations and if I ever 
resort to such means, I will fully document it and discuss it with you when we next meet.” 

Use of Emails, Cell Phone, Computers, Faxes, Tablets and any other Digital Devices  

Example: “It is very important to be aware that computers and unencrypted e-mail, texts, and e-
faxes communication can be relatively easily accessed by unauthorized people and hence can 
compromise the privacy and confidentiality of such communication.” 

Social Networking 

“It is in your best interest, and following the NASW’s standards for the most ethical practice, I 
can only be your therapist. I cannot have any other role in your life. In a professional 
relationship, sexual intimacy is never appropriate and should be reported to the Georgia 
Composite Board. I cannot, now or ever, be a close friend or socialize with you. That includes 
social networking sites,  Except for the situations I have described above, I will always maintain 
your privacy. I also ask you not to disclose the name or identity of any other client being seen in 
this office.” 

Risks of Technology Use 

Example: “Many clients choose to use home phones, cell phones, faxes, email, computers, online 
video sessions, phone sessions, online chat, and/or the online client web portal (through my 



website), to augment their counseling with me. It is important for you to know that these methods 
come with additional risks. (list some)” 

Example: “In using any technology, such as phones, emails, computers, texts, faxes, etc., there is 
always a possibility of technology failure resulting in messages / information not being 
received.” 
 
Example: “In using any technology, such as phones, emails, computers, texts, faxes, etc., there is 
always a possibility of misunderstanding, and this risk is increased with text-based modalities 
such as email or chat due to the absence of nonverbal / visual cues.” 

Example: “In using any technology, such as phones, emails, computers, texts, faxes, etc., there is 
always a possibility that the choice to send an email may result in various servers creating 
permanent records of these transactions.” 

Example: “Many employers and government agencies review email archives on a routine basis, 
record letters typed on a keyboard, and / or engage in data mining programs to identify 
transmissions containing specified content. 

• My email and the online web portal is not checked daily and may result in a possible 
lag in turnaround / response. 

• Confidentiality may be breached at many points when using electronic 
communication including unauthorized monitoring / interception of transmissions 
from your computer and my own; it may also be breached as the information passes 
through the servers along the route to each other. This means that it is possible that 
third parties may access your records / communication when you are using an 
unsecure service (such as gmail, hotmail, etc.) 

• What is said online (except through the encrypted, secure online client portal) may be 
viewed by others. 

• Assessment / diagnosis often becomes more difficult without the benefit of face-to-
face contact. 

• Your insurance may not cover technology-assisted distance counseling. 
• Your insurance company may also consider our electronic communication (in all 

forms) to be part of the medical record and request them. 
• Our email communication is encrypted. However, even encrypted email messages can 

be decoded by motivated hackers. 

Example: “I cannot guarantee confidentiality when you and I are communicating via cell phone, 
fax, non-encrypted email, non-encrypted video or computer. These devices could compromise 
confidentiality. By understanding the inherent risks of the aforementioned devices, you can make 
an informed choice about when / where / how to use those tools.” 

Example: “Because you now have this knowledge of the risks related to the use of technology, I 
will assume that if you use any of these methods to contact me, you are giving me permission to 



do the same. Please note that I do not check email, fax, text or voice mail on a daily basis. 
Otherwise, for the reasons stated above I will only use email, cell phone, fax, email, or computer 
for therapeutic purposes and by doing so, understand and accept the associated risks.” 

Audio or Video Recording Prohibited 
Example: “I agree to not tape or video record any in-person or online sessions, chats, or phone 
sessions, unless we agree to it being useful for treatment.” 

Example: “E-mails, texts, and e-faxes, in particular, are vulnerable to such unauthorized access 
due to the fact that servers or communication companies may have unlimited and direct access to 
all e-mails, texts and e-faxes that go through them. “ 

Example: “While data on _______’s laptop, and her online client portal’s electronic health record 
are both encrypted, most texts, e-mails and e-fax are not. It is always a possibility that e-faxes, 
texts, and email can be sent erroneously to the wrong address and computers. ______’s laptop is 
equipped with a firewall, a virus protection and a password, and she backs up all confidential 
information from her computer on a regular basis onto an encrypted hard-drive.” (I don’t say this 
because I don’t choose to store any confidential client information on my computer….I only 
store it on my HIPAA-compliant, encrypted online cloud-based electronic health record and 
scheduling software) 

Example: “Be aware that phone messages are transcribed and sent to Stephanie via unencrypted 
e-mails.” (I use Google Voice)  

Notification of Client’s Change in Use of Technology 

Example: “Please notify Stephanie if you decide to avoid or limit, in any way, the use of e-mail, 
texts, cell phones calls, phone messages, or e-faxes.” 

Client’s Informed Choice to Use Unencrypted Technologies 

Example: “If you communicate confidential or private information via unencrypted e-mail, texts 
or e-fax or via phone messages, will assume that you have made an informed decision, will view 
it as your agreement to take the risk that such communication may be intercepted, and I will 
honor your desire to communicate on such matters.” 

Example of Informed Consent Related to Emergencies 

Example: “Please do not use texts, e-mail, voice mail, or faxes for emergencies.” 

 



TELEPHONE & EMERGENCY PROCEDURES: 
If you need to contact DR./Ms./Mr. xxx between sessions, please leave a message on the 
answering service (707) xxx-xxxx and your call will be returned as soon as possible. DR./Ms./
Mr. xxx checks his messages a few times during the daytime only, unless he is out of town. If an 
emergency situation arises, indicate it clearly in your message and if you need to talk to someone 
right away call Psychiatric Emergency Services.(Santa Rosa): (707) xxx-xxxx, 24-hour crisis line 
(Sonoma): (707) xxx-xxx or the Police: 911. Please do not use e-mail or Faxes for emergencies. 
DR./Ms./Mr. xxx does not always check his e-mail or Faxes daily.  

SOCIAL NETWORKING AND INTERNET SEARCHES: 
At times I may conduct a web search on my clients before the beginning of therapy or during 
therapy. If you have concerns or questions regarding this practice, please discuss it with me. I do 
not accept friend requests from current or former clients on social networking site, such as 
Facebook. I believe that adding clients as friends on these sites and/or communicating via such 
sites is likely to compromise your privacy and confidentiality. For the same reason, I am 
requesting that clients do not communicate with me via any interactive or social networking web 
sites.  

Other Important Things to Remember: 
  There may be a requirement that the client be in the same state as the counselor or in a 

state where a counselor is currently licensed. 
  Check with your liability insurance carrier to insure proper coverage of TeleMental 

Health counseling. 
  You should verify the client’s identity. 
  Some states require that clients be over the age of 18 to consent / engage in TeleMental 

Health counseling. 
  Similar to face-to-face counseling, privileged communication does not apply when 

someone else is in the room. This includes anyone else being around the client (for 
example, the computer is in living room and a family member is sitting nearby). 

   It is common for clients to find it easier to disclose personal information faster than they 
would in a face-to-face session – this can be tempered by pacing sessions. 

  It is possible that a client’s privacy may be breached by a  third-party knowledge despite 
the fact that precautions are being taken’ 

  When you communicate occurs in writing, it is important for both client and clinician to 
be open to asking questions and receiving clarification or feedback to minimize the 
possibility of misunderstandings. 

  Advantages and disadvantages of TeleMental Health counseling are a major component 
of the consent form. 

  Flexibility in client and counselor schedules is one of the biggest advantages. 
  Lack of insurance coverage can be a big disadvantage for some clients. 
  Procedures for crisis or emergency situations need to include both local and national 

resources. 
  Procedures to address unexpected failures in technology need to be addressed. 
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(For a complete sample of Private Practice Social Media Policy by Dr. Kolmes, go to http://
www.drkkolmes.com/docs/socmed.pdf . 
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